Part 1
1. The star topology
o The star topology is a very common network topology found in both home networks and larger networks.
o If the hub becomes compromised, however, the entire network is compromised, as all traffic is routed through the hub.
o Two ways to improve the star topology are by making it more difficult to pivot to the hub from a compromised device on the network, and by allowing point-to-point connections for added redundancy.
2. The mesh topology
o The mesh topology is used as part of a hybrid topology for WANs
o Since there are a large number of connections, one from each node to every other node, it becomes difficult to ensure that every connection is secure.
o By shifting from a mesh topology to a mesh-based hybrid topology, the number of connection decreases, making it easier to ensure confidentiality and integrity.
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Part 2
To allow incoming SSH traffic, port 22 must be open to incoming traffic, for HTTPS, port 443, and port 80 for HTTP. 
To allow outgoing DNS traffic, port 53 must be open for outgoing traffic, for HTTPS, port 443, and port 80 for HTTP.
To block traffic from a specific IP with five or more failed ssh login attempts, a state-based firewall rule must be created to hold the number of failed login attempts and the originating IP address.
Part 3
A recent example of a man-in-the-middle attack occurred with the popular SSH client, PuTTY. The vulnerability, CVE-2024-31497, allowed an attacker to recover the private key from only the public key and a dozen or so signed messages. The attacker could then forge messages and log into any servers using that key.
Assuming that the attacker is not an insider, the only way that a man-in-the-middle attack could occur would be if the port being used for SSH (likely port 22) was open to the internet. One way to circumvent this is by closing the port used for SSH, and only allowing local machines to connect to the server. This would require VPN access to the network, and ensure that all SSH traffic is passed only through the encrypted tunnel. In fact, any large private and government-affiliated organizations require a VPN connection to access their internal servers. 

