Prerequisites:
1. Review Week 6 discussion of virtualization and virtualized networking (slide content).
2. Review Week 6 discussion and working knowledge of Linux commands (slide content and tutorials). 
3. Review Week 11 discussion and working knowledge of Linux commands (slide content and tutorials). 
4. Kali Linux access, either through a virtual machine or through a friend.
5. Fresh Metasploitable Virtual Machine

Objectives:
The main purpose of this week’s exercise is to learn how to utilize basic firewall commands.

Resources:
https://www.howtogeek.com/177621/the-beginners-guide-to-iptables-the-linux-firewall/
https://www.garron.me/en/linux/iptables-manual.html

Call for Help:

Do your best to try the tasks below, if you’re confused, or need help, feel free to email or text me at any point and I will gladly try to help you.  If you’re having an Issue, chances are, other people are as well, and I can update the instructions/comments/add content as necessary.

Tasks:

Setup
1. You’ll need both Kali and Metasploitable Running simultaneously.  You can do this by running a virtual machine, or by pairing with a friend and running metasploitable over the network (be careful here).  
2. Make sure you follow the instructions from lecture, and ensure the networks are setup accordingly with your layout.

Firewalls:
1. Basic IP Tables Operation
1. Perform an NMAP scan of your metasploitable virtual machine from your Kali Virtual Machine.

Provide a screenshot.  List the services that are currently available.


2. List the current firewall rules associated with your metasploitable virtual machine (if any).

Provide a screenshot.


3. Produce a command to block any single IP address.

Provide the command or a screenshot.
iptables -A INPUT -s <IP_ADDRESS> -j DROP

4. Produce a command to block a range of IP Addresses.

Provide the command or a screenshot.
iptables -A INPUT -m iprange --src-range <START>-<END> -j DROP

5. Produce a command to block an incoming connection to SSH via a single port block.
 
Provide the command or a screenshot.
	iptables -A INPUT -p tcp --dport ssh -s 192.168.56.102 -j DROP

6. Produce a command to block all incoming traffic, but allow SSH

Provide the command, and a screenshot that proves you can still allow SSH
iptables —policy INPUT DROP


7. Utilize the command to block all traffic except for SSH on your metasploitable VM.  Execute a scan from NMAP as evidence.

Provide the screenshot showing all services except ssh have been blocked.


8. Delete all rules and return to the default state.

Provide the command and a screenshot showing the current ruleset.
		
		iptables -F
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Nmap scan report for 192.168.56.102
Host is up (0.00013s latency)

Not shown: 977 closed tcp ports (reset)
PORT  STATE SERVICE

21/tcp  open ftp

22/tcp  open ssh

23/tcp  open telnet

25/tcp  open smtp

53/tcp  open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn

445/tcp open microsoft-ds

512/tcp open exec

513/tcp open login

514/tcp open shell

1099/tcp open rmiregistry

1524/tcp open ingreslock

2049/tcp open  nfs

2121/tcp open  ccproxy-ftp

3306/tcp open mysql

5432/tcp open postgresql

5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

8009/tcp open ajpl3

8180/tcp open unknown

MAC Address: 27:E8:EE:DF (Oracle VirtualBox virtual NIC) -
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$ nmap -sS 192.168.56.102 -v

Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-11-22 10:43 EST
Initiating ARP Ping Scan at 10:43

Scanning 192.168.56.102 [1 por

t]

Completed ARP Ping Scan at 10:43, 0.08s elapsed (1 total hosts)

Initiating Parallel DNS resolution of 1 host. at 1f

143

Completed Parallel DNS resolution of 1 host. at 10:43, 13.01s elapsed

Initiating SYN Stealth Scan at 10:43
Scanning 192.168.56.102 [1000 ports]
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Completed SYN Stealth Scan at 10:43, 0.08s elapsed (1000 total ports)
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80/tcp on 192.168.56.102
111/tcp on 192.168.56.102
139/tcp on 192.168.56.102
23/tcp on 192.168.56.102

445/tcp on 192.168.56.102
25/tcp on 192.168.56.102

22/tcp on 192.168.56.102

5900/tcp on 192.168.56.102
53/tcp on 192.168.56.102

3306/tcp on 192.168.56.102
21/tcp on 192.168.56.102

6000/tcp on 192.168.56.102
6667/tcp on 192.168.56.102
512/tcp on 192.168.56.102
5432/tcp on 192.168.56.102
513/tcp on 192.168.56.102
8180/tcp on 192.168.56.102
1524/tcp on 192.168.56.102
514/tcp on 192.168.56.102
2049/tcp on 192.168.56.102
2121/tcp on 192.168.56.102
8009/tcp on 192.168.56.102
1099/tcp on 192.168.56.102

Nmap scan report for 192.168.56.102
Host is up (0.00018s latency)
977 closed tcp ports (reset)

Not shouw
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sfadmin@netasploitable:”§ sudo iptables -—policy INPUT DROP
sfadninenetasploitable:"$ sudo iptables -A INPUT -p tcp --dport ssh -j ACCEPT
sfadninenetasploitable:™$ sudo iptables -L

hain INPUT (policy DROP)

arget prot opt source destination

CCEPT tep -- anguhere anyuhere tep dptissh

hain FORWARD (policy ACCEPT)
arget prot opt source destination

hain OUTPUT (policy ACCEPT)
arget prot opt source destination




image4.png
[ (ati® kati)-[~1

$ nmap -sV 192.168.56.102

Starting Nmap 7.945VN ( https://nmap.org ) at 2024-11-22 11:42 EST
Nmap scan report for 192.168.56.102

Host is up (0.00047s latency)

Not shown: 999 filtered tcp ports (no-response)

PORT  STATE SERVICE VERSION

22/tcp open ssh  OpenSSH 4.7p1 Debian Subuntul (protocol 2
MAC Address: 08:00:27:E8:EE:DF (Oracle VirtualBox virtual NIC)
Service Info: 0S: Linux; CPE: cpe:/0:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 18.01 seconds




