Aidan Sharpe	September 17th, 2024
Week 2 Exercise due in Week 3
1) List each of the pre-market activities identified in the foundational document, and in your own words, state why each are important. Do not cut and paste from the document, use common sense and your own experiences after reading the document.
Activity 1: Identify expected customers and users, and define expected use cases
This activity allows engineers and designers to understand the environment in which their product will likely be used. This is a necessary step in engineering, even beyond cybersecurity. In the case of cybersecurity, this activity will help establish baselines for questions like how likely the customer or device is to be the target of an attack, and what could be the cost of the device being attacked.
From a non-cybersecurity standpoint, this activity will help engineers design the device for its expected environment. For example, a device designed to monitor air quality in a desert would need to be more rugged and temperature resistant than a device used to measure air quality in a cleanroom.
Activity 2: Research customer cybersecurity needs and goals
Since different customers will need different degrees security, knowing the needs and goals will help designers set a reasonable scope to work within. This saves valuable engineering time and prevents over engineering the device.
Activity 3: Determine how to address customer needs and goals
Performing this activity will guide all design decisions. It will help determine which needs and goals are relevant to each device, and will enable a system-level as opposed to a device-level approach to security.
Activity 4: Plan for adequate support of customer needs and goals
Depending on the life cycle of the product, firmware patches may be necessary. If they are, then ensuring that such patches are easy to deploy and apply is an important design decision. 
2) What is a significant question IoT device OEMs need to ask themselves before starting post-market activities?
Before starting any post market activities, an IoT device OEM must ponder the potential future use needs of the customer based on the expected support and lifespan of the device.
3) What are some testing methods/processes used by OEMs, primarily in the tech industry and not just in IoT, to mitigate the risk of not getting enough information pre-market by traditional non-testing means?

4) List each of the post-market activities identified in the foundational document, and in your own words, state why each are important. Do not cut and paste from the document, use common sense and your own experiences after reading the document.
Activity 5: Define Approaches for Communicating to Customers
In any relationship, communication is important. Properly communicating with potential customers is key because they need to both view your company as trustworthy and your product as valuable before considering purchasing.
Activity 6: Decide What to Communicate to Customers and How to Communicate It
Carefully choosing what information is communicated to the customer and how will make establishing and maintaining a relationship much easier. It is important to not bombard the customer with patches and technical jargon, else risk damaging trust or overwhelming the customer. It is important to communicate how and why patches should be applied if it is not an automatic process.


5) What are your thoughts on limited customer/user responsibility vs. substantial customer/user responsibility for cybersecurity WRT overall cybersecurity posture and resultant outcomes for the ecosystems where the IoT devices live? Explain both perspectives with some plusses and minuses of each.
For limited customer/user responsibility for cybersecurity:
1. Positives:
· Customers do not have a full understanding of the technology in the device\
· The OEM has more control of how the device is implemented and the environment it is implemented in

1) Negatives: 
· Field service or an automatic update/diagnostic system must be deployed for maintenance
For substantial customer/user responsibility for cybersecurity:
1. Positives:
· More design parameters may be provided
· Patches can be deployed by the customer rather than a service engineer

1) Negatives: 
· Devices may not be as generic (specifically tailored to customer needs), so more device models may need to be maintained

