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1. List 1 example of each of the capabilities in Table 1 (Device Identification, Device Configuration, Data Protection, Logical Access to Interfaces, Software Update, and Cybersecurity State Awareness) and explain which element it is an example of and the rationale for why it would be implemented.
	Capability
	Example

	Device Identification
	IoTSF 2.4.8.1 is an example of a unique physical identifier. A tamper-resistant physical identifier is important to ensure that the identifier is actually unique.

	Device Configuration
	IoTSF 2.4.8.17 is an example of the ability for authorized entities to restore the device to a secure configuration defined by an authorized entity. This configuration technique may be used to resolve configuration corruptions and errors.

	Data Protection
	IoTSF 2.4.6.5 is an example of the ability for authorized entities to render all data on the device inaccessible by all entities, whether previously authorized or not. This is done to ensure confidentiality.

	Logical Access to Interfaces
	IoTSF 2.4.4.5 is an example of the ability to logically restrict access to each network interface to only authorized entities. 

	Software Update
	IoTSF 2.4.5.1 is an example of the ability to verify and authenticate any update before installing it. This is done to provide a safeguard against installing malicious, unverified, or unauthorized software.

	Cybersecurity State Awareness
	IoTSF 2.4.7.5 is an example of the device being able to report its cybersecurity state and the ability to restrict access to the state indicator so only authorized entities can view it. This is done to enable incident detection, to aid in investigation, and to help troubleshoot certain operation problems.





2. List 1 example of each of the capabilities in Table 1 (Documentation, Information &Query Reception, Information Dissemination, and Education &Awareness) and explain which element it is an example of and the2 rationale for why it would be implemented.
	Capability
	Example

	Documentation
	IoTSF 2.4.3.4 is an example of documenting the device cybersecurity capabilities.

	Information & Query Reception
	IoTSF 2.4.3.11 is an example of ways for the manufacturer and/or the supporting entity to receive maintenance and vulnerability information. These reports may be used to improve the IoT device.

	Information Dissemination
	IoTSF 2.4.3.9 is an example of a procedure for the manufacturer or the supporting entity to alert customers about cybersecurity relevant information.

	Education & Awareness
	IoTSF 2.4.12.9 is an example of making customers aware of key assumptions and expectations related to the cybersecurity of the IoT device that were documented, throughout the full lifecycle of use of the IoT devices, taking into consideration the purpose of the IoT device and the intended uses. This is done to provide customers with the required information to make cybersecurity decisions regarding the device and their network.



