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1. Which of the following employees will most likely need a privileged user account?

d. A technician who helps users reset passwords

2. Which part of AAA lets you perform the creation of an EC2 instance?

c. Authorization

3. When signing an electronic document, what secret must you keep?

c. Your private key

4. Which of the following combinations is MFA?

b. Fingerprint and password

5. When Lisa needs access to make edits to the tables in a database, her boss gives her user
account the same role as he has. What tenet of IAM security has been comprimised?

d. Least privilege

6. Which key is used to decrypt information contained within a server’s digital certificate?

c. The client’s private key

7. Which access control method is controlled by individual users?

a. DAC

8. Which technology ensures a cluster of servers can handle incoming requests without having
to track individual conversations?

d. REST

9. Haphazardly adding permissions every time someone needs to do a new task causes increased

b. privilege creep

10. Which standard supports SSO?

a. SAML
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