Ethical Hacking Assignment 3 - Aidan Sharpe
Task 1 - Network Configuration Between Kali and Metas-
ploitable

Ensure proper network connectivity between the attacker (Kali Linux) and
victim (Metasploitable) virtual machines.

1. Configure both Kali Linux and Metasploitable VMs to use host-only

adapters
G Metasploitable = General
é £ Running Name: Kali Linux
Operating System: Ubuntu (64-bit)
(=] system

7

< Base Memory: 4096 MB
Processors: 4
Boot Order: Floppy, Optical, Hard Disk
Acceleration:  Nested Paging, KVM Paravirtualization

=] pisplay

Video Memory: 16 MB
Graphics Controller: VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled
Storage

Controller: IDE
1IDE Secondary Device 0:  [Optical Drive] Empty
Controller: SATA
SATA Port 0: Kali Linux.vdi (Normal, 32.00 GB)

[0 Audio

Host Driver:  Default

=P Network

Adapter 1: Intel PRO/1000 MT Desktop (Host-only Adapter, 'vboxnet0')

USB Controller:  OHCI, EHCI
Device Filters: 0 (0 active)

[] shared folders
None
& Description

None




(=] General

Name: Metasploitable
Operating System:  Linux 2.4 (64-bit)
(4™ Kali Linux System
f If:}Running

Base Memory: 1024 MB
Boot Order: Floppy, Optical, Hard Disk
Acceleration:  Nested Paging

[ pisplay

Video Memory: 16 MB

Graphics Controller: VMSVGA

Remote Desktop Server: Disabled

Recording: Disabled

Storage

Controller: IDE
IDE Primary Device O: Metasploitable.vmdk (Nermal, 8.00 GB)
IDE Secondary Device 0:  [Optical Drive] Empty

ifn Audio

Host Driver: Default

= Network

Adapter 1: Intel PRO/1000 MT Desktop (Host-only Adapter; 'vboxnet0')

USB Controller:  OHCI, EHCI
Device Filters:  0(0 active)

[C] shared folders
None
&) Description

None

2. Verify the network connectivity by pinging Metasploitable from Kali Linux

PING 192.168
64 bytes from
from
from
from




Task 2 - Nmap Scan for Open Ports and Vulnerabilities

Use nmap to perform a vulnerability scan of the metasploitable machine.

Not shown: 977 cl
PORT

open
open rpcbind
open bios-
bi

open -
open

514/ open

1099/ open
open
open
open
open
open
open
open
open

L NIC)
ploitable.LAN; O

Task 3 - Installing and Launching Armitage

Install Armitage and set it up to connect with the Metasploit framework.



Armitage View Hosts Attacks Werkspaces Help

* (B audiliary
» (B exploit
> payload
> & post

Console X

Task 4 - Perform a Vulnerability Scan with Armitage

Use Armitage to scan the Metasploitable machine and identify potential vulner-
abilities.




Task 5 - Exploiting a Vulnerability Using Armitage

Use Armitage to exploit a vulnerability on the Metasploitable machine and gain
access.

Armitage
Armitage View Hosts Attacks Workspaces Help

¥ (& auxiliary
v (& dos
v (& fip
[ wsftpd_232
¥ (& exploit
v E‘ unix
v & ftp

vsftpd

[ Console XT Scan X T Services X T Scan X T nmap X T exploit X T shell1 x }

0OPBACK, UP, LOWER_UP> mtu 16436 qdisc noqueue
00:00:00 brd 00:00:00: 00:00:00
cope host lo

red_L1ft forever

mtu 1500 qdisc pfifo_fast qlen 1000
feff:ff:ff

5 scope global ethe
e link

Reflection

The nmap tool is suprisingly easy, yet very powerful. After using it on this
assignment, I used it to learn about vulnerabilities on my home server. I found
that I had ports 80, 443, and 22 open. I did not realize that I had left it open,
and I couldn’t remembery why I had it open in the first place. I then used a
remote network configuration tool to close port 80. After running nmap again, I
saw that I had successfully closed the port.

I really enjoyed using Armitage as an easy introduction to the Metasploit
Framework. At this point, I really only plan to use it as a learning tool to get
used to deploying attacks and scanning networks. Today, for example, I learned
about scanning IP ranges. My next step is to switch to the metasploit CLIL.



	Ethical Hacking Assignment 3 - Aidan Sharpe
	Task 1 - Network Configuration Between Kali and Metasploitable
	Task 2 - Nmap Scan for Open Ports and Vulnerabilities
	Task 3 - Installing and Launching Armitage
	Task 4 - Perform a Vulnerability Scan with Armitage
	Task 5 - Exploiting a Vulnerability Using Armitage
	Reflection


