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Brief Description of the Project (100 words or less)

This project involved measuring the effectiveness of different denoising filters at defending
classifier models against gradient-based attacks.

Please answer all of the following questions. In most cases, your answers can be just a few sentences, and you
can use additional space and pages as you need. Completed form must be attached / submitted with your report.
Part 1 — Engineering Design Process

What is the engineering design process you used? Briefly describe: i) problem definition and opportunities for
advancing technology; ii) technical requirements; iii) timeline / tasks / deliverables; iv) trade-offs and alternatives
that were considered, v) risks considered; vi) final design: how did you test, analyze, evaluate and verify your
solution? Provide a brief overview here, and elaborate in detail in your report.

Currently, one of the best ways to defend classifiers from gradient-based
attacks involves training a model to produce clean inputs from an assortment
of clean and attacked inputs. Training a model to clean images can easily be a
computationally and memory intense process. Therefore, | proposed assesing
the efficacy of various denoising filters in preserving the accuracy of classifer
models under a gradient-based attack. Successfully measuring the efficacy of
such filters requires analyzing the accuracy of various attacked models with
and without the filter. If shown to be an effective defense, such filters may
potentially reduce the computational power and memory required to
successfully defend against gradient-based attacks. Reducing this overhead
would allow for smaller, less powerful systems to be more robust.

What are the multiple realistic constraints in your project: Constraints are related to — but different than — design
specifications (already described above). These may include time, size, cost, power, computational power, local
code, even a requirement to follow a particular standard. Every project must list multiple realistic constraints.

Limited in the scope of the filter, as an overly complex
algorithm would defeat the purpose of minimizing
computational requirements.

What engineering standards were applicable or did you use / follow? List and cite the standards you used.
Every report must provide the citations for the applicable engineering standards (such as IEEE, ASME, etc.).

All code is written in Python 3.11 following PEP 8 style guidelines.
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Part 2 — Consideration of Impact Factors
All of the following questions must be answered. If a factor does not apply, make a clear case why not.

What are the public health, safety and welfare factors considered and/or their impact in your work/project?

What are the global, social and cultural factors considered, and/or their impact in your work/project?

What are the environmental factors considered, and/or their impact in your work/project?

More computationally intense algorithms not only take more time, but cost more energy. The
computational efficiency of all algorithms was considered an important factor.

What are the economic factors considered, and/or their impact in your work/project?

Part 3 — Team Work, Professional Practice & Growth

Team Work: 1) What was your role in the project, and how did you contribute to the team (e.g., in terms of leadership,
creating a collaborative and inclusive environment, establishing goals, planning tasks, meeting objectives, etc.)

Ethical considerations: 1) Explain the ethical issues that may arise (or already did) in the context of global, economic,
environmental, and societal factors; and 2) how did you address them or how can they be addressed?

Professional growth & lifelong learning: What new knowledge and skills have you gained from this project?

Student
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